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Background and Obijectives: Despite contribution to catastrophic accidents,
human errors have been generally ignored in the design of human-machine (HM)
systems and the determination of the level of automation (LOA). This paper aims to
develop a method to estimate the level of automation in the early stage of the
design phase considering both human and machine performance.

Methods: A quantitative method is used to evaluate the performance of the
whole human-machine system by the human-in-the-loop fault tree analysis while a
qualitative and cross-sectional method is used to estimate human errors using the
CREAM technigue. The data are collected from real cases happened in the control
room of the Ferdowsi power plant.

Results: Full automatic option with an average error of 0.013 had the lowest
error rate, i.e. 1/8 of the error rate of the manual design. In addition, the CREAM
analysis showed that the control room operators were not satisfied with the
availability of procedures and Man-Machine Interface and operational support in
general. Thus, on average, the reliability of the manual design is less than the
reliability of the automatic setting.

Conclusion: High machine reliability has led to the fact that the fully automatic
design would be one of the best design choices for human-machine systems.
However, based on the previous studies, high automation may have some human-
out-of-the-loop shortcomings. Thus, this study proposed solutions to overcome
these disadvantages based on the importance of the control parameters or the
essence of human involvement in some decision-making and execution tasks.

Keywords: human-machine systems, function allocation, human reliability,
human-in-the-loop fault tree analysis, human factors
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Extended Abstract

Background and Objective

Automatic  systems  represent  human-machine
interaction (HM) systems in which the machine
performs all or part of the activities previously
performed by humans [2, 3]. Therefore, the role of
human beings in such systems has changed
significantly and has become more intellectual and
cognitive [4]. The degree of human resources in the
implementation of activities depends on their level of
automation, which is determined by solving the
problems of function allocation.

So far, designers have focused more on improving the
technical and technological parts of automation
systems and ignored related human issues. Because
they believed to eliminate human resources due to the
advancement of technology and the upgrade of
automatic systems. While the performance of HM
interactive systems depends on the hardware used,
software, human resources, and their interactions
[25], and so far, no study has been proposed that
considers these factors simultaneously in the issue of
task allocation. Therefore, in this study, we tried to
determine the appropriate level of automation in
human-machine interactive systems in the control
room; so that not only machine performance but also
human performance and the Influential factors
simultaneously

Table 1. Design options suggested by the design team

contribute to performing the calculations. In
addition, the strategies were provided to maintain the
system reliability at an acceptable level and eliminate
the faults of the human agent leaving the control loop
in systems with high levels of automation, based on
the index of the importance of control parameters and
the necessity for human factor participation in
decision-making and implementation processes.

Methods

The present study is a combination of a quantitative
method to estimate the performance of the whole
human-machine interaction system and a qualitative
and cross-sectional method to estimate the human
error using the CREAM technique in the control
room of Ferdowsi Power Plant in Mashhad. The
investigation begins, as shown in Figure 1, with the
identification of abnormal and likely scenarios, which
may result in life or financial losses. After
hierarchical analysis of the scenarios to their
respective tasks (Figure 2), the fault tree was
developed for different design options (Table 1) to
evaluate the performance of the HM system in
different conditions and select the appropriate design
option.

Closing or

Design option Paying attention Pattern Opening Monitoring of pump
name to alarms (1) selection (2) valves performance (4)
or pumps (3)
Option 1 Manual Manual Manual Manual
(Manual)
Option 2

(semi-automatic

Fully automatic

Semi-automati

Semi-automatic

Semi-automatic

Option 3

(Fully automatic

Fully automatic

Fully automati

Fully automatic

Fully automatic

Option 4 Fully automatic ~ Fully automati Semi-automatic Fully automatic
Option 5 Fully automatic Manual Semi-automatic Semi-automatic
Option 6 Manual Manual Fully automatic Semi-automatic
Option 7 Fully automatic Manual Fully automatic Semi-automatic
Option 8 Fully automatic Manual Fully automatic Fully automatic
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Figure 1. Execution process of the present research method (S is the scenario counter, d is the design option counter, and i is
the number of base events in each fault analysis tree)

Each major event that indicates the system failure
is broken down by a set of logic ports (AND or
OR) into basic events representing human error,
machine error, or environmental factors [30],
which have been schematically shown in Figure 3.
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The probability of machine error events is
determined by the machine reliability and the
available databases and the probability of
human error is calculated based on the CREAM
method.
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Scenarios related to the
controlvariable of fuel temperature
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Figure 2. Interactive system tasks to manage and control abnormal scenarios related to temperature and fuel quantity
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Figure 3. Schematic fault tree considering human resources in the control loop each major

To identify and determine the effect of working
conditions affecting the operator performance, a
guestionnaire was prepared about 9 common
performance conditions in the CREAM technique,
with a Cronbach's alpha coefficient of 0.894 and a

total content validity index of 0.883 (by 5 experts).
In this study, the sampling method was census and
the questionnaires were filled out by shift officials
who were 15 in total, with an average age of 40
years and at least 5 years of work experience.
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Findings
The data from CPC (Table 2) show that people in the
control room are not very satisfied with the
suitability of human-machine systems and have
described it as moderately tolerable. Also, some

people choose a pattern to fill the tanks by test and
error or by taste; this causes the CPC value for this

activity category to increase the likelihood of an
error occurring in the base event related to this

activity Figure 4.

activities do not have codified instructions, and

44%

33%

22%

0%

Observance Interpretation planning observance

Figure 4. Ratio of possible cognitive errors in manual scenario management

Table 2. Information on common operating conditions in the management of studied scenarios
in Ferdowsi power plant in Mashhad

Expected effect on the level of

CPCs level performance reliability

Common Operating Conditions (CP(

1. Organizational capability Very efficient Improvement
2. Working conditions Excellent Improvement
Pay attention to the alarm: enough Unaffected
3. Suitability of the human-machin Pattern selection: Improper Decrease
system and effective support Opening or closing the valves: tolerab Unaffected
Pump monitoring: tolerable Unaffected
Pay attention to the alarm: acceptable Unaffected
e . Pattern selection: Improper Decrease
4. Codified instructions - - Prop :
Opening or closing the valves: appropri Improvement
Pump monitoring: appropriate Improvement
> Perfo_rmlng multiple tasks Less than individual power Improvement
simultaneously
6. Time pressure Sufficient Improvement
7. Work time (circadian rhythm) Regular Improvement
8. Exist f codified traini . e .
XIS ence-o- coditie .ralnmgs AN sufficient (with limited experience) Unaffected
sufficient experiences
9. Cooperate and interact between Good Unaffected

colleagues

After forming the cognitive profile (Table 3) and highest proportion of possible faults in manual
determining the type of possible errors in the extensive  management of scenarios is related to the "execution"
CREAM method (Figure 4), it has been shown thatthe  cognitive function and "planning" has the least value.
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Table 3. Cognitive activities and related functions

Activity category name

Cognitive activity type

Cognitive function type
OBS' Int* Plan® Exe’

Pay attention to the alarm and

Observe: Observe and pay attention to the

. e . 1

identify its causes values of system control variables
Evaluation: estimate or evaluate system

Selecting the appropriate pattern positions based on available information and 11

g pprop P develop a set of measures to achieve the
predetermined aims
. . Execution: Perform a predefined program or

Opening/closing the valves P prog 1
task

Monitoring th m ration an _— o

0 . oring the pump operation a .d Monitoring: Monitoring the set of activities

turning on the replacement pump if . . 1 1
and processes during system operation

needed

Execution: Performing a predefined Execution: Perform a predefined program or 1

program or task. task

By estimating the probability of basic human-machine
events, the failure probability of the scenarios is
calculated for each design option. As can be seen in
Figure 5, design option 3, fully automatic, with an

0.12

0.1

0.08

0.06

0.04

0.02

average error of 0.013 for defined scenarios has the
lowest error rate, and design options 7 and 8 have the
highest reliability with an error probability of 0.015
and 0.016, respectively.

Option 1 Option 2 Option 3 Option 4 Option 5 Option 6 Option 7 Option 8

Figure 5. Average probability of failure of scenarios in different design options

The findings of this study emphasize the valuable
advantages of automated systems such as improving
reliability and reducing the error rate of human-
machine interactive systems. Given that the reliability
of the machine is considered to be at least 0.995,
therefore, the results are in accordance with the study
of Wickens and Dixon which showed that in human-
machine interactive systems with high 70% reliability
for the machine, a high level of automation brings
acceptable system performance [38]. However, in this
study and studies [40,39,17] it has been mentioned that
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a high level of automation leads to a decrease in
awareness of the status and physical skills of human
resources and turns humans into inactive decision-
makers in the control loop. Therefore, it is
recommended that human resources be involved in
decision-making or implementation activities. As a
result, design options 7 and 8, in which the "pattern
selection” activity is done manually as a decision-
making activity, can be a reasonable choice as the next
design options of the HM interactive system for
relevant studies.



Nooshin Atashfeshan et al.,

In addition, the workforce can be somehow involved
in manual control based on the importance of each
variable, which depends on the vitality of the related
scenarios. In this case, the study considers design
option 3, which has the lowest average error rate for
managing defined scenarios. The importance of
parameter i, which is also shown as imp (P_i), can
be defined as the damage level caused by the failure
of the scenarios resulting from this parameter based
on Equation 1.

imp(P;) = Z s )Pros x Sev (1
SES(pi

_ 1_[ 1_[(1 — FRY[i,s] x X;[i, s1))

iel; j
1)

Where X;[i,s]is a binary decision variable that
represents the decision to, i execute activity from
scenario s at the j automation level. Defined
scenarios (S) define the abnormal conditions that
digital control rooms need to execute to manage the
I set of activities. Sev, is the severity of S scenario,
which is equivalent to the maximum cost for the
company as a result of S scenario failure; Proy is
occurrence probability of S scenario and FRY;[i,s]
is fault probability rate resulting from the execution
of i activity from the scenario (i € I5) s, which is
performed in period (t) at the level of automation j.
Given the probability of an error occurring over
time, it can therefore be said that FRY;[i,s] it is
equal toFR;[i,s]. Also, assuming successive
scenarios and their corresponding activities, the
failure of scenario s is equivalent to the uncertainty
of at least one of its activities. As mentioned in the
first step of the methods, S(p;) is equivalent to the
set of abnormal scenarios for the parameter i (P;).

This index helps designers to identify important
control variables that require more unexpected
awareness of the situation and to prevent e
accidents. This can be achieved, for example, by
occasionally reporting the status of these types of
variables and recording them by human resources.

This study has limitations, which it is hoped to
address in future research. The simultaneous
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occurrence of several scenarios can have a
significant impact on the workload level of the
workforce and thus its performance and influence
decisions regarding the automation level, which it is
necessary to investigate its implement it in this type
of problem. Instability and unreliability of agents
including humans and machines are among the cases
that are not considered in this research. Also, the
machine performance in this study has been
estimated as a number according to the available
information. While the performance of the machine
in the control room interactive systems includes the
performance of the hardware and software, which
can be examined in a more specialized way.
Developing the fault tree presented in the bow-tie
diagram and applying the consequences of each
design option to the decision-making can have a
more pronounced impact on reducing the risk of
accidents.

Conclusion

According to Price and Pulliam; "Human interaction
with technology is one of the most interesting parts
of human life history; it starts with the human need
for technology as a means of survival until now it
has become a coexistence partnership whose final
form can not be predicted. This dynamic
relationship has been associated with the continuous
human anxiety from the possibility of damage by
machinery [41]. Undoubtedly, the world will be a
better place if designers, considering the existing
limitations, design and create systems that are safe
and secure and cause the least harm to humanity.
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