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Abstract

Objectives: With the increasing expansion of digital banking, cyber threats
have become a significant financial and operational risk. This study aimed
to develop a model grounded in macro-ergonomic principles to enhance
cybersecurity resilience and reduce financial risk in the digital banking
industry.

Methods: This study used a mixed-methods approach. In the qualitative
phase, 15 experts were interviewed, and the data were examined using
thematic analysis. In the quantitative phase, the resulting conceptual model
was tested using a researcher-developed questionnaire administered to 387
bank employees. Data analysis and final model evaluation were performed
using structural equation modeling (SEM) in LISREL software.

Results: The qualitative analysis identified five main themes and 32 sub-
themes that formed the dimensions of the model: technical-instrumental
subsystem, human-psychological, organizational-structural, environmental-
supervisory factors, and cybersecurity resilience (consequence). The results of
the quantitative model test showed that the model had a good fit (minimum
discrepancy function by degrees of freedom divided [CMIN/DF] = 2.41,
goodness of fit index [GFI] = 0.92, comparative fit index [CFI] = 0.94, root
mean square error of approximation [RMSEA] = 0.061, standardized root
mean square [SRMR] = 0.057). All four macro-ergonomic dimensions had a
positive and significant effect on cybersecurity resilience. Among them, the
"organizational-structural subsystem" with a standardized path coefficient of
0.48 had the most critical impact and was identified as the strongest predictor.
Conclusion: The sociotechnical model based on macroergonomics provides
an efficient framework for analyzing and strengthening cybersecurity
resilience in digital banking, thereby helping reduce financial risks. This
result emphasizes the need to transition from purely technical approaches
to a systemic, interactive approach among humans, technology, and
organizational structures.

Keywords: Cybersecurity, Digital banking, Macro-ergonomics, Resilience,
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Extended Abstract

Background and Objective

Rapid technological advancements have made digital
banking one of the most vulnerable sectors to cyber
threats. Focusing solely on technical infrastructure is
insufficient, as human, organizational, and cultural
factors also play a pivotal role in system resilience.
Macro-ergonomics, with its systemic perspective,
integrates human, technological, and structural
interactions within socio-technical frameworks. From
an economic perspective, weak cybersecurity
resilience increases financial risk and undermines
public trust. Given the limited attention paid by
previous studies to integrative approaches, this
research aimed to develop a socio-technical model
based on macro-ergonomics using a mixed-methods
design (qualitative—quantitative) and structural
equation modeling (SEM) to provide a comprehensive
framework for strengthening cybersecurity and
reducing financial risk in Iran’s digital banking.

Materials and Methods

This study employed a mixed-methods design with a
sequential exploratory approach. In the first phase, the
qualitative sector identified socio-technical dimensions
influencing cybersecurity resilience in digital banking.
The qualitative population included academic experts
and industry professionals in ergonomics, information
security, technology management, and the Iranian
banking system. Purposeful and snowball sampling
were performed until theoretical saturation was
achieved, which occurred after 15 semi-structured
interviews. Data were collected through open-ended
questions regarding human—technology interaction,
structural and cultural challenges in implementing
security policies, and experiences with cyber incidents.
Qualitative data were analyzed using Braun and
Clarke’s thematic analysis approach in MAXQDA
version 2020, and five main themes and 32 subthemes
were identified.

In the second phase, the quantitative sector was
conducted to test the conceptual model. The statistical
population consisted of employees and managers
working in digital banking units of several selected
Iranian banks in 2024. Power analysis (o = 0.05, power
= 0.99) indicated a sample size of 387 participants, and
proportional stratified random sampling was used. The
research instrument was a five-variable questionnaire
developed from the qualitative phase results, finalized
after a ten-member expert panel confirmed content
validity and a pilot study involving 30 participants.
Quantitative data were analyzed using LISREL and
SPSS. The measurement model was first tested using
confirmatory factor analysis (CFA), and satisfactory fit
indices were reported. Subsequently, the structural
model was examined using structural equation modeling
(SEM) to identify relationships among the technical,
human, organizational, and environmental subsystems
and resilience and financial risk reduction. All analyses

were conducted at a significance level of less than 0.05.

Results

Quantitative data analysis revealed that the socio-
technical model based on macro-ergonomics
demonstrated satisfactory statistical fitness, and the
relationships among subsystems were significantly
confirmed. The confirmatory factor analysis (CFA)
results indicated adequate factor loadings and
construct validity. Furthermore, the structural model
tested in LISREL indicated acceptable goodness-of-fit
indices. The findings showed that the organizational—
structural subsystem was the strongest predictor of
cybersecurity resilience (B = 0.47), followed by the
human—psychological (f = 0.32), technical—
instrumental (= 0.29), and environmental-regulatory
subsystems (f = 0.21). The indirect effects of the
human and technical subsystems were also observed
through structural coordination and enhancement of
internal communication. Overall, the model explained
more than 65% of the variance in resilience,
confirming that cybersecurity resilience in banks
results from the systematic interaction among human,
structural, technological, and environmental factors
rather than from merely improving technical
infrastructure.

Discussion

The results of this study indicate that enhancing
cybersecurity resilience in digital banking cannot be
achieved solely by improving technical infrastructure
but rather through the comprehensive interaction of
human, organizational, technical, and environmental
elements. The organizational-structural subsystem
emerged as the most influential factor affecting
cybersecurity resilience, underscoring the critical role of
organizational culture, cross-departmental coordination,
decision-making mechanisms, and internal
communication in financial cyber defense. This suggests
that flexible and participatory organizational structures
strengthen banks’ capacity to adapt and respond
effectively to emerging digital threats. The significant
influence of the human—psychological subsystem
highlights that employees’ competence, trust,
motivation, and awareness play a decisive role in
managing cyber incidents. When employees operate
within a supportive managerial environment and a
culture of continuous learning, their adherence to secure
behaviors and willingness to share cybersecurity
knowledge naturally improve. Conversely, cultural
weaknesses or poor communication between technical
and managerial units may increase human errors and
heighten system vulnerabilities. Moreover, the positive
effects of  the  technical-instrumental and
environmental-regulatory subsystems emphasize the
importance of aligning technology with human behavior
and maintaining dynamic regulatory frameworks.
Although technology and security standards form the
foundation of cyber defense, their long-term stability




and effectiveness depend on the synergy of
organizational  behaviors and learning-oriented
processes. From a managerial perspective, the study’s
results suggest that the future direction of cybersecurity
resilience in banking should move toward an integrated
macro-ergonomic approach that aims to achieve
systemic alignment among people, technology,
structure, and the environment rather than focusing on
minor technical fixes. Cybersecurity resilience in digital
banking is a multidimensional concept rooted in the
dynamic interplay of system-wide components.

Conclusion

This study demonstrates that enhancing cybersecurity
resilience in digital banking systems requires a holistic
socio-technical perspective. The proposed macro-
ergonomic model confirmed that the organizational—
structural subsystem plays a central role in maintaining
system stability. Strengthening coordination, fostering a
culture of collaboration, and improving managerial
processes can mitigate financial risks from cyber threats
more effectively than purely technological interventions
alone.
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